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Abstract

Mobile health (mHealth) applications have experienced
significant growth, offering innovative solutions for
personal health management. However, their increasing
reliance on Artificial Intelligence (AI) for processing
sensitive health data raises considerable concerns
regarding data privacy, impacting user trust and the
transparency of practices. This research aims to build
trust and transparency in mobile health application
data privacy by developing a user-awareness and Al-
driven framework. The study will address the user
awareness gap in data privacy, the impact of the "black-
box" nature of Al algorithms on trust, and the "privacy
paradox" phenomenon observed in data-sharing
behaviors (Li & Wang, 2025; Lu & Li, 2019). A mixed-
methods approach will be adopted, combining in-depth
literature analysis, qualitative research (as explored by
Chen & Wang, 2024), and quantitative research (as seen
in Kim & Lee, 2024). This study is expected to
contribute to a deeper understanding of factors
influencing user trust and awareness, and to provide a
comprehensive framework that includes practical
guidelines for app developers, policymakers, and users.
The proposed framework aims to enhance transparency,
improve informed consent practices, and build a more
trustworthy and responsible digital health environment,
drawing upon principles of ethical Al and accountability
(Khan & Khan, 2024; Singh & Singh, 2020; van der
Velden & van der Velden, 2021; Wang & Wang, 2025).
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Introduction

The healthcare sector has undergone a profound
transformation due to technological advancements, with
mobile health (mHealth) applications becoming an
integral part of individuals' daily lives. These
applications offer unprecedented opportunities for
personal health management, chronic condition
monitoring, and health advice provision, thereby
empowering users and enhancing health awareness (Kim
& Lee, 2024). However, the immense benefits of these
applications are accompanied by significant challenges,
particularly concerning the privacy of the sensitive data
they collect and process (Al-Shammari & Al-Khalifa,
2024).

Many modern mHealth applications increasingly rely on
Artificial Intelligence (Al) technologies to analyze vast
amounts of data, provide personalized recommendations,
and support clinical decision-making. While Al promises
to deliver more efficient and accurate healthcare, it also
raises deep concerns regarding trust and transparency in
how data 1s collected, processed, and utilized (Li &
Wang, 2025; Wang & Wang, 2025). The "black-box"
nature of many Al algorithms, and the lack of
transparency around their operations, can erode user
trust, hindering the widespread and effective adoption of
these technologies (Longoni & Cianfanelli, 2021; Tsai &
Eghbal-zadeh, 2023).

Despite users often expressing high levels of privacy
concerns, they may actually share this data due to factors
like convenience or perceived benefits, a phenomenon
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known as the "Privacy Paradox" (Lu & Li, 2019). This
contradiction indicates that the mere presence of
concerns does not always translate into privacy-
protective behaviors, highlighting a gap in user
awareness and their true understanding of data practices
(Al-Shammari & Al-Khalifa, 2024). Insufficient
awareness of data collection mechanisms, sharing with
third parties, and the role of Al in analyzing their data
can expose users to unintended privacy risks (Sun et al.,
2018).

This research aims to address these challenges by
exploring the complex interplay between user awareness
of data privacy, trust levels in mHealth applications, and
the role of transparency in Al systems. Through a deeper
understanding of user perceptions and behaviors (Chen
& Wang, 2024), this study seeks to develop a user-
awareness and Al-driven framework to enhance trust and
transparency in data privacy practices. This framework
will provide practical guidelines for app developers,
policymakers, and users to ensure the responsible and
ethical use of mHealth data, thereby building a more
trustworthy digital health environment (Khan & Khan,
2024; Singh & Singh, 2020; van der Velden & van der
Velden, 2021).
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Background

The Evolution of Mobile Health and Data Collection
Challenges

The past decade has witnessed unprecedented
development in the digital healthcare sector, driven by
the widespread adoption of smartphones and wearable
technologies. In this context, mobile health (mHealth)
applications have emerged as a transformative tool,
capable of delivering diverse health services ranging
from fitness tracking to remote medical consultations
(Kim & Lee, 2024). These applications have
revolutionized how individuals interact with their health,
providing access to information and support anytime,
anywhere. However, their advanced functionalities
require the collection and processing of vast amounts of
highly personal and sensitive data, raising profound

concerns regarding its privacy and security (Al-
Shammari & Al-Khalifa, 2024).

User Awareness and the Privacy Paradox

Despite the high sensitivity of the data collected, studies
indicate a significant gap in user awareness of privacy
practices in mHealth applications. Users often agree to
terms of service and privacy policies without fully
understanding them, a behavior that is often termed
"blind consent" (Al-Shammari & Al-Khalifa, 2024). This
lack of awareness is further highlighted by the "Privacy
Paradox," where users express high privacy concerns but
willingly share their personal information for perceived
benefits or convenience (Lu & Li, 2019). This paradox
underscores that privacy concerns do not always translate
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into cautious behavior, suggesting that other factors
influence users' data-sharing decisions.

Trust, Transparency, and the Role of Al

Artificial Intelligence (Al) has become an integral part of
mHealth apps, used to analyze data and provide
personalized insights. However, this integration poses
unique challenges to trust and transparency. The "black-
box" nature of many Al algorithms, where decision-
making processes are opaque, significantly erodes user
trust, particularly when sensitive health data is involved
(Longoni & Cianfanelli, 2021; Li & Wang, 2025).
Building trust requires a high level of transparency, not
only in data collection but also in how Al processes and
analyzes it (Chen & Wang, 2024; Khan & Khan, 2024;
Singh & Singh, 2020; van der Velden & van der Velden,
2021). This research therefore seeks to address this gap
by exploring the relationship between user awareness, Al
transparency, and trust in this vital field.

Problem Statement

In the rapidly evolving landscape of mobile health
(mHealth) applications, a significant challenge persists: a
lack of user trust and transparency in Al-driven data
privacy practices. The "black-box" nature of many Al
algorithms makes their decision-making processes
opaque, hindering users' ability to comprehend how their
data influences Al-generated insights or
recommendations (Longoni & Cianfanelli, 2021; Tsai &
Eghbal-zadeh, 2023). Users frequently grant broad
permissions without a comprehensive understanding of
the implications of data collection, usage, and sharing, a
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phenomenon exemplified by the "privacy paradox"
where expressed privacy concerns often do not translate
into cautious data-sharing behaviors (Lu & Li, 2019; Al-
Shammari & Al-Khalifa, 2024).

The significance of this problem is underscored by its
impact on the potential of mHealth to revolutionize
healthcare. As Al-powered mHealth applications
increasingly become a central part of health
management, the inability to understand how sensitive
health data is handled erodes patient trust and creates a
vulnerability for users (Chen & Wang, 2024). This lack
of informed consent and data literacy can impede the
widespread and sustained adoption of these technologies,
constraining their full potential to enhance public health
and empower individuals (Wang & Wang, 2025; Sun et
al., 2018).

This research, therefore, aims to address the critical need
for enhancing trust in Al-powered mHealth by
investigating these intertwined challenges. It seeks to
develop a comprehensive framework that enhances user
awareness, fosters trust, and promotes transparency in
the data privacy practices of these applications, thereby
bridging the gap between technological capabilities and
user confidence.

Research Objectives

This research aims to address the challenges identified in
the problem statement by achieving the following
objectives:
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1. To assess the level of user awareness regarding
data privacy in AI-powered mobile health
applications:

o Measure users' understanding of data privacy
policies and data collection practices.

- Evaluate user knowledge about the role of Al
algorithms in processing their health data.

2. To identify factors influencing user trust and
data-sharing behaviors in mobile health
applications:

- Explore demographic, behavioral (e.g., privacy
paradox), and psychological factors impacting
user trust.

- Analyze how Al-related transparency
perceptions affect users' willingness to share
data.

3. To identify key challenges in enhancing
transparency and accountability in AI-driven
data privacy practices:

> Analyze existing obstacles, such as the
complexity of privacy policies and regulatory
limitations.

- Examine the impact of the "black-box" nature
of Al on achieving transparency and
accountability.

4. To develop a user-awareness and Al-driven
framework to enhance trust and transparency in
mobile health application data privacy:

> Design a comprehensive framework based on
findings from the literature and empirical
research.

- Provide practical guidelines for app
developers, policymakers, and users to
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improve data privacy practices and informed
consent.

5. To provide practical recommendations for
relevant stakeholders to promote responsible and
ethical use of mobile health data:

- Formulate actionable recommendations for app
developers to improve transparency and
design.

o Suggest strategies for policymakers to
strengthen regulations.

o Propose methods to increase user awareness
and digital health literacy.

o

Research Scope

Analysis of Existing Challenges: This research will focus
on a comprehensive analysis of the existing challenges
that hinder user trust and transparency in Al-powered
mobile health (mHealth) applications. This includes an
in-depth look at user awareness gaps, the "privacy
paradox," and the opaque nature of Al algorithms (the
"black-box" problem).

Evaluation of User Perceptions: The study will explore
existing solutions and user perceptions, including an
assessment of current transparency guidelines and ethical
Al principles within the context of mHealth. This
evaluation seeks to understand user experiences and the
efficacy and limitations of these solutions in addressing
the identified challenges.

Development of a New Framework: Proposing a novel
framework that integrates insights from the analysis of
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existing challenges and the evaluation of user
perceptions. This framework aims to offer practical and
ethical guidelines for app developers and policymakers
to enhance trustworthiness and transparency in mHealth
Al systems.

Providing Practical Recommendations: Formulating
actionable recommendations for a range of stakeholders,
including Al developers, mHealth users, and
policymakers. This step ensures that the research's
findings are translated into practical advice to promote
responsible and ethical use of sensitive health data.
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Literature Review

A comprehensive and critical review of the existing
literature is essential to establish a robust theoretical
foundation for this research. This section analyzes key
academic contributions related to mobile health
(mHealth), Al, data privacy, and user trust, providing a
contextual background for the proposed framework.
Each reviewed study is assessed for its core findings,
contribution to the field, and a critical evaluation of its
limitations.

Al-Shammari & Al-Khalifa's (2024) preprint provides a
crucial exploration of the trade-offs between Al's
functionality and privacy in mobile health applications.
Their research delves into the significant gaps in user
awareness, particularly the phenomenon of ""blind
consent," where users grant data permissions without a
comprehensive understanding of how their sensitive
health information is used. The study employs a
qualitative approach, analyzing user behavior patterns
and existing privacy policies to highlight user-side
vulnerabilities that stem from the complexity of terms
and the opaque nature of Al data processing. This work's
primary contribution is its detailed articulation of the
user awareness problem, framing it as a critical barrier to
trust in mHealth. However, a significant limitation is its
focus on problem identification without proposing a
concrete, actionable framework or a set of solutions to
address the identified awareness gaps.

Chen & Wang's (2024) qualitative study in the Journal of
Medical Internet Research delves into the factors
influencing user trust in Al-powered mHealth
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applications. By conducting in-depth interviews and
focus groups with a diverse group of mHealth users, the
research provides a nuanced understanding of their
concerns. The authors emphasize that transparency and
accountability are key determinants of trust, with users
more likely to trust systems that are clear about their data
handling and decision-making processes. Their findings
underscore the psychological and emotional barriers that
opacity presents. The study’s primary contribution is its
rich, qualitative data, which provides a deep
understanding of user perceptions and concerns. A
notable limitation is that while it identifies the
importance of transparency, it does not provide a
specific, structured framework for how mHealth app
developers can effectively and practically implement
such transparency to build user trust.

Kim & Lee's (2024) article in Applied

Sciences investigates user acceptance of mHealth apps,
focusing on the roles of trust, privacy, and perceived
value. The authors developed and tested an acceptance
model, arguing that user adoption is not solely based on
the app's functionality but is heavily influenced by the
user's trust in the platform's data handling and the
perceived benefits. Their research offers valuable
insights into the interrelationships between these factors,
contributing to a better understanding of the
psychological drivers behind user behavior through a
quantitative lens. A key limitation, however, is that the
study primarily focuses on the acceptance model itself
and does not delve deeply into the specific design or
technical aspects of Al transparency that could directly
influence the variables of trust and privacy within the
model.
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Khan & Khan's (2024) systematic review, published

in Humanities and Social Sciences Communications,
provides a comprehensive overview of ethical
frameworks and guidelines for trustworthy Al in
healthcare. By meticulously synthesizing a wide range
of existing literature and policy documents, the paper
identifies a strong consensus on key ethical principles,
such as accountability, fairness, and transparency, which
are essential for the responsible deployment of Al. This
review is a valuable contribution as it serves as a
foundational reference for the ethical considerations
required in the field. A limitation of this work is that it
presents a broad review of ethical frameworks without
providing a specific, user-centric implementation model
or a practical framework tailored specifically to the
unique context of Al-powered mHealth apps and user
awareness.

Li & Wang's (2025) systematic review in

the International Journal of Medical Informatics focuses
on user perceptions of privacy and trust in Al-powered
mHealth applications. The authors highlight a
consistent finding in the literature: a direct link between
a user's perceived privacy control and their level of trust
in the technology. The research's contribution is its
comprehensive synthesis of current trends and
challenges, reinforcing the need for transparent data
practices. While the review is thorough, it identifies a
significant research gap in the literature related to the
absence of a holistic framework that integrates user
awareness, Al transparency, and practical design
guidelines to proactively address trust issues, which this
current study aims to fill.
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Singh & Singh's (2020) preprint provides a systematic
review of the ethical challenges and opportunities of Al
in healthcare. This work critically examines issues

of algorithmic bias, accountability for AI-driven
decisions, and the need for comprehensive ethical
guidelines in the development and implementation of Al
systems. Its contribution is its early identification of
critical ethical dilemmas that have since become central
to the discourse on Al. However, the paper's broad focus
on Al in healthcare as a whole means it does not
specifically concentrate on the unique challenges posed
by mobile health applications, such as the direct-to-user
nature of data collection and the pivotal role of user
awareness.

Van der Velden, L. M. G., & van der Velden, M. D.
(2021) 1n their preprint, offer a systematic review on the
principles of Fairness, Accountability, and
Transparency (FAT) in Al-driven health. The study
provides a structured overview of how these principles
can be applied to enhance the trustworthiness of Al
systems in healthcare. The paper is instrumental in
establishing a clear theoretical foundation for FAT
principles, drawing from various academic and policy
sources. A key limitation, however, is its focus on the
high-level theoretical application of these principles,
with less attention paid to the practical, user-facing
implementation details and the specific behavioral or
cognitive factors that influence a typical user's perception
of FAT in mHealth apps.
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Research Methodology

This research adopts a mixed-methods approach to
comprehensively analyze the challenges and solutions
related to trust and transparency in Al-powered mHealth
applications. This methodology is chosen for its strength
in providing a holistic understanding of the research
problem by combining the depth of qualitative insights
with the breadth of quantitative analysis. The research
will be conducted in four distinct phases:

Phase 1: Literature Review

This initial phase involves an extensive literature review
to 1dentify and synthesize existing research on data
privacy, user awareness, trust, and transparency in Al-
powered mHealth. The purpose is to map out the current
landscape of trust in Al, pinpointing gaps in knowledge
and practice that the proposed framework aims to
address.

. Data Sources: Academic databases (e.g., PubMed,
ACM Digital Library) and relevant professional
publications.

. Selection Criteria: Publications focusing on user
awareness, trust, transparency, and Al's role in
mHealth.

. Analysis Technique: Thematic analysis to identify
recurring themes, challenges, and solutions related
to the research problem.

Phase 2: Qualitative Research

The second phase involves qualitative research through
semi-structured interviews and focus groups. The goal is
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to gain deeper insights into the experiences and
perceptions of mHealth users regarding data privacy and
transparency in Al systems.

. Participants: A purposive sample of mHealth
application users (e.g., 15-20 participants) with
diverse experiences.

. Data Collection: Semi-structured interviews or
focus groups conducted remotely, adhering to
ethical research standards including informed
consent.

. Analysis: Qualitative content analysis to extract
themes related to trust challenges and effective
strategies for enhancing transparency and ethical
compliance.

Phase 3: Quantitative Research

This phase complements the qualitative insights with
quantitative data, assessing the prevalence of identified
challenges and evaluating the effectiveness of existing
solutions on a broader scale.

. Survey Design: An online survey will be developed
based on the literature review and findings from the
qualitative phase, targeting a broader audience of
mHealth users (e.g., 300-500 participants).

. Sample: Convenience sampling or snowball
sampling will be used to recruit participants.

. Data Analysis: Statistical analysis, including
descriptive statistics and inferential statistics (e.g.,
correlation and regression), to understand the
distribution of perceptions and the relationship
between variables.
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Phase 4: Framework Development and Validation

Based on insights gathered from the previous phases, a
comprehensive framework will be developed. This
framework will provide practical guidelines for relevant
stakeholders to enhance trust and transparency in
mHealth applications.

. Development: Integration of identified challenges
from the qualitative and quantitative data, along
with insights from the literature review, into a
coherent framework.

. Validation: The framework will be validated
through expert feedback from academics and
practitioners in the field, ensuring its clarity,
applicability, and effectiveness.

Ethical Considerations

Throughout all phases of this research, ethical
considerations are paramount, particularly as the study
involves human participants and sensitive health data.
Strict ethical guidelines will be adhered to, including
obtaining written informed consent from all participants,
ensuring their complete anonymity and the
confidentiality of their responses. The research protocol
will be designed to minimize any potential harm, and
participants will be informed of their right to withdraw at
any time. Furthermore, all procedures will be submitted
to and approved by an Institutional Review Board (IRB)
before any data collection begins, ensuring the research
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aligns with the highest standards of ethical conduct and
data protection principles.

Limitations

This research methodology acknowledges potential
limitations that may affect the generalizability and scope
of the study. A primary limitation is the reliance on self-
reported data from surveys and interviews, which can be
subject to recall bias or social desirability bias.
Additionally, the use of convenience or snowball
sampling for the quantitative phase may limit the
representativeness of the findings to the broader
population of mHealth users. The study's focus on a
conceptual framework means that its practical
implementation and long-term validation in a real-world
setting are beyond its immediate scope. Finally, the rapid
evolution of Al technology means that the findings may
need continuous updates to remain relevant over time.

Expected Outcomes

This research is expected to yield significant
contributions to both the academic and applied fields of
mobile health, data privacy, and artificial intelligence.
The anticipated outcomes are directly aligned with the
research objectives and are designed to address the
identified problem.

Comprehensive Analysis of Trust Challenges: The
mixed-methods approach (quantitative and qualitative) is
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expected to provide a precise and comprehensive
understanding of users' current awareness levels
regarding data privacy in Al-powered mHealth apps.
This analysis will highlight key demographic, behavioral
(such as the privacy paradox), and psychological factors
that influence user trust and their willingness to share
sensitive health data (Al-Shammari & Al-Khalifa, 2024;
Lu & Li, 2019; Sun et al., 2018). This analysis is also
expected to clarify the multifaceted nature of trust in Al,
including issues of transparency, accountability, ethics,
and their societal impact.

Assessment of Existing Challenges and Gaps: The
research will identify and evaluate the fundamental
challenges in achieving full transparency and
accountability in Al-driven data privacy practices within
mHealth apps. This includes issues related to complex
privacy policies, inconsistent regulations, and the "black
box" nature of Al algorithms (Longoni & Cianfanelli,
2021; Tsai & Eghbal-zadeh, 2023; Singh & Singh, 2020;
van der Velden & van der Velden, 2021). This
assessment 1s expected to reveal gaps in current
approaches, especially in their effectiveness in
addressing the concerns of users and stakeholders, and to
highlight the ethical considerations that arise from the
intersection of Al, data privacy, and mHealth (Khan &
Khan, 2024; Wang & Wang, 2025).

Development of an Innovative Framework: One of the
most significant expected outcomes is the formulation of
an innovative, evidence-based framework designed to
enhance trust and transparency in the data privacy of
mHealth apps. This framework is expected to integrate
insights from the literature review and the qualitative and
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quantitative research phases, providing practical
guidelines for app developers, policymakers, and users to
implement trustworthy Al practices (Li & Wang, 2025).
The framework aims to bridge the identified gaps and
offer a balanced approach to technical and ethical
considerations.

Practical Recommendations and Contributions: The
research will offer actionable, practical recommendations
for various stakeholders to promote the responsible and
cthical use of mHealth data. These recommendations will
be tailored to address the specific needs and concerns of
developers, users, and policymakers, fostering
collaborative efforts toward building a more trustworthy
digital health ecosystem. This research also aims to raise
public awareness and engagement on this topic,
encouraging an increased demand for ethical Al
practices. This research is expected to lay a solid
foundation for future studies, particularly in the practical
verification of the proposed framework and the long-
term impact of increased user awareness on data privacy
behaviors.
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Gantt chart

01/01/2025 01/03/2025 01/05/2025 01/07/2025 01/09/2025 01/11/2025
Literature Review
Formulate Research Questions
Develop Methodology
Data Collection
N
Data Analysis
Framework Development -
Drafting Thesis -
Revisions -
Final Submission
Presentation Preparation -
Presentation  Final Revisions Drafting Thesis  Framework Data Analysis  Data Collection Develop Formulate Literature
Preparation Submission Development Methodology ~ Research Review
Questions
Start Date ~ 14/11/2025 30/10/2025 15/10/2025 30/9/2025 15/9/2025 15/8/2025 16/6/2025 1/5/2025 1/3/2025 17112025
Duration(Days) 15 15 15 15 15 31 60 46 61 59
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