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English abstract:-

Cyber risk management is one of the significant concerns of financial and banking institutions due
to the several problems and crises they have faced. Generally, Banks are the most vulnerable to
technical and information technology (IT) risks because they rely on technical systems to store and
process information. Given the critical role that banks play in the economies of countries by
providing many services such as online banking, credit cards, and electronic transactions, risk
management is an integral part of the protection systems of banks and their information assets that
helps protect them from IT-related risks. In addition; Banks must have an effective risk management
process in place to protect the organization and its mission, not just IT assets, therefore, new ways
to deal with the risks of banking transactions, especially modern electronic transactions, must be
found. Hence, the importance of this study in preparing an effective mechanism to deal with the
risks of information technology used in banking banks to thwart these risks before they occur, or

mitigate their impact.

The researcher used the descriptive and inductive approach concerning the data of the study's
theoretical framework and used the survey list method (questionnaire) to collect the study data; in
addition, the descriptive and analytical methods were relied on to analyze and interpret the results
of the study. Also, the research study tools included two sources: first, primary sources, represented
in the questionnaire. Second, secondary sources are represented in books, references, periodicals,

and conferences.

The study found a strong impact of IT risk management on reducing the risks of banking
transactions, precisely following precautionary measures, and educating customers about bank
frauds that they may be exposed to, as both lead to reducing the risks of banking transactions by a

Iarge percentage.
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Accordingly, it can be said that the results of this study give a clear and strong indication of the
importance of the role of information technology risk management in reducing the risks of banking
transactions and the possibility of applying this practically through some professional perceptions
such as: increasing the practical and precautionary measures taken by banks to reduce the risks of
banking transactions related to information technology, educating the Saudi citizen about the
importance and reliability of electronic banking transactions, and increase his awareness regarding
bank frauds that he may be exposed. Moreover, the current study pays attention to raising the
efficiency of bank employees, updating banking services provided to customers continuously,
keeping pace with the tremendous technological developments associated with them, and finally,

the need for banks to strengthen all necessary security measures within the bank.
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