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Lecture 4 Summery

1. Risk management process:

2. Risk management context

3. Components of the RM context
4. Scope of the context

5. Designing a risk register

6. Risk Management Planning
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Lecture 5 Risk assessment considerations

Importance of risk assessment:

= Risk Assessment: is defined as the overall process of risk identification, risk
analysis and risk evaluation.

= The purpose of risk assessment is to identify the significant risks that could
impact the selected feature

= An important feature of undertaking a risk assessment: is to decide
whether the identified risk is going to be evaluated at the inherent level or

at the current (or residual) level.
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Lecture 5 Risk assessment considerations

Importance of risk assessment:

= The benefit of undertaking assessment of inherent risk: is that the
difference between the current level and the inherent level can be identified.

= This will give an indication of the importance of the existing control
measures and the information is used by internal auditors to help identify
critical controls and set audit priorities.

= For example, if an assessment of an x-ray machine is being undertaken, the safety person
will assume that the enclosure or cabinet is in good order and the risk should be assessed
on that basis. The internal auditor will more easily recognize that the enclosure or cabinet
a' is a vitally important control factor that has to be subject to a routine inspection.
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Lecture 5 Risk assessment considerations

Techniqgues of risk assessment:

= The main risk assessment techniques are as following:

1- Questionnaires and checklists: Use of structured questionnaires and
checklists to collect information that will assist with the recognition of the

significant risks.

2- _Workshops and brainstorming:_Collection and sharing of ideas at
workshops to discuss the events that could impact the objectives, core

processes or key dependencies
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Lecture 5 Risk assessment considerations

Techniqgues of risk assessment:

= The main risk assessment techniques are as followinq:

3- Inspections and audits: Physical inspections of premises and activities an
audits of compliance with established systems and procedures.

4- Flow charts and dependency analysis:_Analysis of the processes and
operations within the organization to identify critical components that are key

to success.
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Lecture 5

Risk assessment considerations

Advantages and disadvantages of RA technigues:

Advantages and disadvantages of RA techniques

Techmnigue

Ouestionnaires
and cheaedcklists

Wworkshops and
brainstorrming

Inspections
and audits

Floww charts amnd
dependency
analysis
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Adwvantages

Consistent structurs
guaranteses consistency
Greater involverment than im

a workshop

Consolidated opinions frormm
all interested parties

Greater interaction produces
more ideas

Fhysical evidence forms
the basis of opiniomn
Aundint approach results in

good structure

Useful output that may be
used elsaewverhars

Analysis produces betier
understanding of
processaes

Driisadwvantages

Rigid approach may result im
some risks being mMmissed

COruestions will be based on
historical knowledge

Senior managerment tends to
dominate

Issues will be missed if
incormaect people invoalwved

Inspections are most suitable
for hazard risks

Audit approach tends to foous
on historical experiencse

Difficult o use for strategic
risks

PAlay be wvery detailed and
time-consuurmimg




Lecture 5 Risk assessment considerations

Nature of the risk matrix:

Definitions of likelihood

Likelihood Freguency

Unlikely Can reasonably be expected to occur, but has only occurred
2 or 3 times owver 10 years in this organization or similar
organizations

Possible Has occurred in this organization more than 3 times in the
past 10 years or occurs regularly in similar organizations, or is
considered to hawve a reasonable likelihood of occurring in the
next few years

Lilcely COccurred more thiam 7 times owver 10 years in this organization
or in other similar organizations, or circumstances are such
that it is likely to happen in the next feww years

Aldlmost certain Has occurred 9 or 10 times in the past 10 yvears in this
organization, or circumstances hawe arisen that wwill almmost

certainly cause it o happen
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Lecture 5 Risk assessment considerations

Nature of the risk matrix:

Definitions of impact

Descriptor Definition

Small Mo impact on patient health; minor reduction of reputation in
the short run; no wvioclation of laww; negligible economic loss
wwhich can be restored

Moderate MMinor temporary impact on patient heaklth; small reduction of
reputation that may influence trust for a short time; violation of
laww that results in a warming;: small economic loss that can be
restorad

Severe Sericous impact on health; seriocous loss of reputation that weill
imfluence trust and respect for a long time; vioclation of lawvw that
results; large seconomic loss that cannot be restoraed

Catastrophic Draeath or permanent reduction of health of patient; serious loss
of reputation that is dewastating for trust, serious wviolation of
laww:; considerable economic loss that cannot be restored
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Lecture 5 Risk assessment considerations

Nature of the risk matrix:

= |dentification of potentially significant risks will be undertaken during a risk
recognition exercise. It is necessary to decide the:

1. Magnitude of the event should the risk materialize;
2. Size of the impact that the event would have on the organization;
3. Likelihood of the risk materializing at or above the benchmark;

g' 4. Scope for further improvement in control.
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Lecture 5 Risk assessment considerations

Attitude to risk:

= Risk attitude represents the long-term approach of the organization to
risk

" |t is becoming more common for a risk attitude matrix to contain four
sections.

= These sections can be represented by the 4Cs of comfort, cautious,
concerned and critical.
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Lecture 5 Risk assessment considerations

Attitude to risk:
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Lecture 5 Risk assessment considerations

Attitude to risk:
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Lecture 5 Risk assessment considerations

Attitude to risk:

<]

@Sl eron)ldeoly
EVERYONE'S SMART UNIVERSITY




Lecture 5 Risk classification systems

Attitude to risk:
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The classification of risks into short, medium and long term helps to identify

risks as being related (primarily) to operations, tactics and strategy,
respectively.

= This distinction is not clear-cut, but it can assist with further classification of
risks.

= there will be some short-term risks to strategic core processes and there may
be some medium-term and long-term risks that could impact operational

a' core processes.
0
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= A short-term risk has the ability to impact the objectives, key dependencies
and core processes, with the impact being immediate.

= Medium-term risks usually impact the ability of the organization to maintain
effective and efficient core processes that are concerned with the
management of tactics, projects and other change programmes.

= Long-term risks usually impact the ability of the organization to maintain the
core processes that are concerned with the development and delivery of

a' effective and efficient strategy.
o
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The next Figure illustrates short-term, medium-term and long-term risks in
terms of the source of these risks.

= The risks arise from the operations, tactics and strategy adopted by the
organization.

= For the sake of completeness, the category of compliance risks is also

included, since this is an additional category to operations, tactics and
strategy.
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The need to respond to risks according to whether they arise from
strategy, tactics, operations or compliance (STOC) is summarized by
embrace, manage, mitigate and minimize (EM3) respectively.

= The purpose of the bow-tie illustration of risk management is to
demonstrate that sources of risk can lead to events that have
consequences

=l —
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The need to respond to risks according to whether they arise from
strategy, tactics, operations or compliance (STOC) is summarized by
embrace, manage, mitigate and minimize (EM3) respectively.

= The purpose of the bow-tie illustration of risk management is to
demonstrate that sources of risk can lead to events that have
conseguences
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

Bow-tie representation of risk management

Category affected
“Poopie ===
* Premises
* Processes
Strategic risks ' = Products Financial '
Tactical risks ’ Infrastructure .
Operational A '
risks Reputational
Compliance '
ke Marketplace
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Lecture 5 Risk classification systems

1- short-, medium- and long-term risks:

= The pervious Figure provides an example of the bow-tie being used to
represent the three components of risk source, event and impact.

= |In this high-level representation, risk sources are identified as strategic,
tactical, operational or compliance.

= |mpacts are represented using the FIRM risk scorecard, as described in the
following Table.

= At the center of the bow-tie is the event, as described by the component of
a' the organization that will be impacted by the event.
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Lecture 5 Risk classification systems

2- FIRM risk scorecard:

= The classification system also reflects the idea that every organization
should be concerned about its finances, infrastructure, reputation and
marketplace success. In order to give a broader scope to commercial
success, the headings of the FIRM risk scorecard are as follows:

= F Financial;

= | Infrastructure;
= R Reputational,
= M Marketplace.
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