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7. Conclusion

This research focused on Al-Enhanced IT Governance and Cybersecurity Auditing in Saudi Arabian Higher
Educational Institutions and its implications on policy clarity, management of Al-based cybersecurity risk, and
educational outcomes. Utilizing a mixed research methodology, this research work empirically validates that
the maturity of AI-Enhanced IT Governance and Cybersecurity Auditing in Saudi Arabian Higher Educational
Institutions is moderate to high, which is a positive outcome of their digital transformation strategy.

Analysis of the findings shows that the impact of governance of Al cybersecurity is strongly positive on
the transparency of policies and the governance of risks associated with the use of Al cybersecurity. The
governance of the institution is likely to be associated with policies and processes that are clear and
enforceable, as well as having an effective mechanism for evaluating risks associated with the use of AI
cybersecurity. The findings confirm the governance theory.

To conclude, the research has verified that AI-Enhanced IT Governance and Cybersecurity Auditing
represent an essential institutional capability that influences the efficiency of policy, risk maturity, and
preparedness for educational events in HEIs. The findings from the Saudi-based research help to better
comprehend the subject of cybersecurity and the requirement for an education-focused perspective on Al-
Enhanced IT Governance and Cybersecurity Auditing.

7.1. Recommendations

From the findings, the following recommendations can be proposed:

(1) Creating clear guidelines for Al-based cybersecurity: A specific governance structure for cyberse-
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ABSTRACT

The growing application of artificial intelligence in the domain of cybersecurity has
improved threat detection and response mechanisms simultaneously, and this has also
raised concerns about governance, policy, and risk management, especially in the
domain of higher education. This paper examines the application of Al-Enhanced IT
Governance and Cybersecurity Auditing in Saudi Arabian higher education, focusing on
its association with policy clarity and effectiveness, Al-based cybersecurity risk manage-
ment, and its educational aspects. This paper uses the theories and frameworks of
governance and risk management and fills an important gap in existing literature,
which has focused on the Western world and its application in the domain of higher
education. A mixed-methods approach has been adopted, and this includes the survey
method, which has targeted 200 professionals, including IT and cybersecurity experts,
administrative staff, and education staff, and has also conducted semi-structured inter-
views. The quantitative results have been analyzed through the application of descrip-
tive statistics, reliability, and regression analysis, and the qualitative results have also
undergone the process of thematic analysis. The results have shown that there is
moderate to high application of Al-Enhanced IT Governance and Cybersecurity
Auditing in Saudi Arabian higher education.
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3. Literature review
3.1. Al-Enhanced IT Governance and Cybersecurity Auditing

Artificial intelligence (AI), especially machine learning (ML) and deep learning (DL), is increasingly be
utilized to enhance and improve major cybersecurity capabilities that require fast recognition of patte
and scalable decision-making. One of the major application domains of Al is related to intrusion detect
systems (IDS), where Al algorithms are trained to recognize malicious behavior based on learned patte
from data to perform detection with higher effectiveness than traditional signature-based meth:
(Sowmya & Mary Anita, 2023). Current research trends reveal an increasing focus of IDS research actir
on new computing domains such as cloud computing, edge computing, and IoT, where DL-based detect
of malicious activity is made possible with high-volume data (Pinto Neto et al., 2025).

Besides the conventional deep learning techniques, new architectures, such as Graph Neural Netwc
(GNNs), are being increasingly used in the development of intrusion detection systems because of the abi
of GNNss to represent the relationships between different entities, such as hosts, flows, and events, wh
may not be properly handled by the conventional deep learning approaches (Zhong et al., 2024).

Artificial Intelligence is also widely utilized in the classification and detection of malware, with
application of DL techniques on various platforms and formats, such as text, binary, and image-ba
models for malware. It has shown effective detection power, yet highly dependent on the quality and
criteria of the datasets utilized (Bensaoud et al., 2024). Phishing site detection is another key use of Al w
ML and DL approaches being used for phishing site detection based on pattern detection from URLSs «
site content features. Systematic reviews indicate a significant use of ML detection mechanisms in rec
studies (Safi & Singh, 2023). More recently, Al approaches are being investigated for ransomware detecti
with promising uses of DL and big-data analysis for dealing with ransomware threats (Bello et al., 202!

Despite the improvement in detection capabilities and automation, the literature identifies the thre
associated with trustworthiness and functionality in the literature. The most important threat associa
with trustworthiness is the vulnerability of the models to adversarial attacks like poisoning attacks :
evasion attacks (Bountakas et al., 2023).
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studies (Safi & Singh, 2023). More recently, Al approaches are being investigated for ransomware detection,
with promising uses of DL and big-data analysis for dealing with ransomware threats (Bello et al,, 2021).

Despite the improvement in detection capabilities and automation, the literature identifies the threats
associated with trustworthiness and functionality in the literature. The most important threat associated
with trustworthiness is the vulnerability of the models to adversarial attacks like poisoning attacks and
evasion attacks (Bountakas et al., 2023).

Another important risk is related to the opacity or lack of explainability in complex Al models. For
critical cybersecurity applications, the trust of cybersecurity experts in the decisions made by “black box”
systems for intrusion detection can be affected negatively by the opacity of these systems’ decision-making
processes. Therefore, the application of explainable Al in IDS is increasingly being sought after for increased
transparency in decision-making processes (Samed & Sagiroglu, 2025).

However, there are also challenges with regard to deployment. The deployment of IDS systems based on
deep learning is also faced with challenges of high rates of false positives, lack of generalization from
controlled benchmark datasets to realistic deployment scenarios, as well as challenges of operationalization
of models for continuous detection within dynamic settings (Pinto Neto et al,, 2025). In the context of
malware detection, there is emphasis placed upon challenges of benchmarking, generalization to unseen
threats, as well as challenges of the effects of adversarial attacks upon robustness of deep learning classifiers
(Bensaoud et al.,, 2024). In research related to phishing detection, there is also emphasis placed upon
sensitivity of results to sources as well as designs of machine learning models for phishing detection, with
emphasis placed upon governance-aware deployment (Safi & Singh, 2023). All these challenges further
strengthen the argument for Al systems for security to be governed with emphasis placed upon validation,
transparency, monitoring, and resilience.

Another important risk is related to the opacity or lack of explainability in complex AI models. For
critical cybersecurity applications, the trust of cybersecurity experts in the decisions made by “black box”
systems for intrusion detection can be affected negatively by the opacity of these systems’ decision-making
processes. Therefore, the application of explainable Al in IDS is increasingly being sought after for increased
transparency in decision-making processes (Samed & Sagiroglu, 2025).
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